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(54) Monitoring of optical communications fibres 

(57) In a device for detecting the presence of a bend (5) used for the illicit tapping of communications through 
an optical fibre (1) a pilot beam of different frequency from the communications beam is generated by a 
source (8) and the relative attenuation of the two beams is measured at the receiving end. A change indicates 
the presence of a bend. 
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MONITORING OF OPTICAL COMMUNICATIONS TIB'ftfS^ 
This invention relates to communications by optical fibre 
light guides and, in particular, to methods of and apparatus for 
the detection of illicit tapping of communications links using 
such fibres. 

05 The term light in this specification includes ultra violet, 

visible and infra-red electromagnetic radiation. 

Communication by means of optical fibre light guides involves 
the transmission of modulated light from one end of the fibre to 
the other. It is possible to break into this communications path 

10 by introducing a bend into the fibre. A small fraction of the 
transmitted light leaves the light guide at the bend and can be 
detected with suitable apparatus, thereby intercepting the message 
being transmitted. A loss of as little as one per cent of the 
light in transit is sufficient to give reliable detection. In 

15 order to determine whether or not tapping is taking place, it is 
necessary to be able to detect losses of this magnitude in the 
transmitted power in an environment which includes variations in 
transmitted power, coupling efficiency at repeater stations and 
receiver noise. 

20 Accordingly, the present invention provides a method of 

detecting the presence of a bend in an optical communications 
fibre comprising transmitting a pilot beam of light of a frequency 
different from that used for communication and measuring the 
relative attenuation of said pilot beam. 

25 An embodiment of the invention will now be described by way 

of example with reference to the accompanying drawing in which :- 

Figure 1 shows schematically a device for security monitoring. 
Referring now to the drawing an optical communications fibre 1 
acts as a path for the communications beam transmitted between a 

30 source 2 and a receiver 3. At some point on the fibre is an 
illicit tapping point A with an induced bend 5 of radius R at 
which escaping light 6 is detected by a photo-sensor 7. A further 
transmitter 8 generates the pilot beam of wavelength different 
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from the wavelength of the radiation used for the communications 
beam. Light from both transmitters 2, 8 is injected into the 
optical fibre by means of a launching device 9. At the remote end 
of the fibre a wavelength separating device 10 splits the light 
into its two components and passes them to separate receivers. 
The auxiliary light receiver 1 1 is coupled to monitor and 
alarm 12, which raises an alarm when the pilot beam power 
decreases as a result of an illicit bend in the fibre. 

With a single-mode fibre (or multi-mode fibre having only a 
few modes), for a wavelength of 632 mm, a power loss of 0.1 is 
obtained by bending the fibre to a radius of 9 mm. At 790 mm, the 
power loss at a bend of this radius is 33%, making illicit tapping 
by fibre bending readily detectable by simply monitoring the 
transmitted power level of the pilot beam. 

As a modification of the invention, the communications fibre 
may be arranged with the monitoring apparatus at the same end as 
the receiving apparatus. In this case, the main and pilot beams 
will be transmitted back to the source end for monitoring. 
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CLAIMS 

1. A method of detecting the presence of a bend in an optical 
communications fibre comprising transmitting a pilot beam of light 
of a. frequency different from that used for communication and 
measuring the relative attenuation of said pilot beam, 
05 2. A method of detecting the presence of a bend in an optical 

communications fibre comprising transmitting a pilot beam of light 
of lower frequency from that used for communication and measuring 
the relative attenuation of said pilot beam. 

3. A method of detecting the presence of a bend in an optical 

10 communication fibre as claimed in either Claim 1 or Claim 2 wherein 
the relative attenuation is monitored by measuring it at different 
times. 

4. Apparatus for detecting the presence of a bend in an optical 
communications fibre comprising means for generating a pilot beam 

15 of different frequency from that of the main beam used for communi- 
cation and means for measuring the relative attenuation of the two 
beams after transmission through the fibre. 
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Amendments to the claims have been filed as follows 



CLAIMS 

1. A method of detecting the presence of a bend in an optical 
communications fibre comprising transmitting a pilot beam of 
light of a frequency sufficiently different from that used for 
communication that its attenuation due to the presence of a bend 

05 in the fibre is measurably different from and greater than the 
attenuation of the communication beam due to said bend and 
measuring the attenuation of said pilot beam relative the 
attenuation of the communication beam. 

2. A method of detecting the presence of a bend in an optical 
10 communications fibre comprising transmitting a pilot beam of 

light of lower frequency from that used for communication and 
measuring the relative attenuation of said pilot beam. 

3. A method of detecting the presence of a bend in an optical 
communication fibre as claimed in either Claim 1 or Claim 2 

15 wherein the relative attenuation is monitored by measuring it at 
different times. 

4. Apparatus for monitoring optical communications in 
accordance with the method of any one of the preceding claims 
substantially as herein described with reference to and as shown 
in the accompanying drawing. 
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